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NETWORK MANAGEMENT SYSTEM EQUIPPED WITH 
EVENT CONTROL MEANS AND METHOD 



BACKGROUND OF THE INVENTION 

The present invention relates to a technology 
5 for notifying events to a managing apparatus that 
manages network devices making up a network. 

A network management system comprises manag- 
ing agents that manage individual network devices and a 
managing apparatus that collects information from these 

10 managing agents. In this architecture the state of the 
network is checked and managed by a single managing 
apparatus accessing a plurality of managing agents or 
by the managing apparatus receiving events issued 
voluntarily from the managing agents. 

15 As for the event issuing control on the part 

of the managing agents, the Recommendation X.734: 
Information Technology — Open Systems Interconnection 
— Systems Management — Part 5: Event Report 
Management Function specifies an event forwarding 

2 0 discriminator as the standard of the International 

Telecommunication Union (ITU-T) — Telecommunication. 
The event forwarding discriminator decides whether or 
not to notify an internal event or state change 
notification within a network device received by the 

25 managing agent to the managing apparatus under a 



certain condition. The conditions of the event 
forwarding discriminator include time and network 
resources to be issued. 

JP-A-5-75608 proposes a technology whereby 
the managing agent creates an event forwarding 
discriminator for each management function of the 
managing apparatus to simplify the event processing on 
the part of the managing apparatus and transmits an 
event required by the management function. 

JP-A-10-336276 proposes a technology whereby 
a function to monitor event filtering processing is 
provided in the managing apparatus and, when the load 
of the managing apparatus increases, the filtering 
condition is changed and the event is notified to a 
managing application while keeping the event processing 
under a certain load. 

In a managing system that manages a network 
to offer a variety of network services to a plurality 
of users, it may become necessary to manage network 
paths of individual users of the network in addition to 
the management of the entire network centering on the 
checking of the network configuration and the monitor- 
ing and control of traffic among network devices. 

In such a case, in addition to forwarding the 
state of a device object itself it is also necessary to 
know the states of resources used to configure the 
network paths of the users. This increases the amount 
of information that needs to be reported from the 



device object to the managing apparatus, increasing the 
number of events forwarded from each managing agent • 
Hence, if the managing agents perform the event 
filtering and the transmission control, this reduces 
5 only the number of events reported from each managed 
object. Because the managing agents are not aware of 
the capability of the managing system and how many 
events are being reported from other managed objects, 
there remains a possibility that the total number of 
10 events issued from all managed objects may exceed the 
number of events that can be handled by the managing 
apparatus . 

For the same reason, even if the filtering is 
controlled by the managing apparatus, when the total 

15 number of events notified from the managing agents is 
large, the filtering function can only perform simple 
processing at all times, which does not make sense. 

The similar problems occur not only when the 
management requests diversify but also when the size of 

20 the network to be managed increases or when the manag- 
ing apparatus becomes complicated due to changes made 
to the configuration of the network devices. General- 
ly, a failure that occurs in the network affects a 
plurality of managed objects, so the managing apparatus 

25 receives events from all the affected managed objects 
at the same time. Therefore, as the network increases 
in size, the number of network devices as the managed 
objects increases. This in turn increases the total 



number of events that need to be processed by the 
managing apparatus even when the number of events 
reported from each managed object is small, with the 
result that the total number of events may exceed the 
5 event processing capability of the managing apparatus. 
Furthermore, as the network devices become complex, the 
number of events representing their behaviors also 
increases, which means that the number of events 
reported from each device increases, giving rise to a 
10 possibility that the total number of events may exceed 
the event processing capability of the managing ap- 
paratus . 

Further, when the managing system performs 
individual management according to the requests from 

15 the network users, the network resources used by the 

user must be managed for different management requests. 
This means that the events reported from the network 
devices have different levels of importance depending 
on the user management requests even when the events 

20 are of the same kind from different resources. This 
requires processing which ensures that the managing 
apparatus receives an event with a higher level of 
importance. The conventional event control performed 
by the managing agents is the event filtering that only 

25 determines whether or not to send an event report to 
the managing apparatus and does not include a priority 
transmission control that discriminates between events 
of the same kind that have occurred simultaneously. 
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Therefore, when events more than the event 
handling capability of the managing apparatus should 
occur, there is a possibility that an important event, 
if it is sent to the managing apparatus, may not be 
5 able to be received by the managing apparatus . 

Another possibility is that the functions and 
services provided by the network management system may 
no longer be guaranteed* 



SUMMARY OF THE INVENTION 

10 An object of the present invention is to 

solve the above-described problems and to provide a 
technology which realizes on the network devices an 
event issuing control that is aware of the event 
handling capability of the managing apparatus and 

15 thereby keeps the events notified to the managing 

apparatus within the event handling capability of the 
managing apparatus. 

Another object of the present invention is to 
provide a technology which realizes on the network 

20 devices an event issuing control that is aware of the 
event handling capability of the managing apparatus to 
ensure that the managing apparatus can reliably process 
the events notified. 

Still another object of the present invention 

2 5 is to provide a technology that, even when an event 
control is performed on the network devices, enables 
the events associated with a user with high level of 



importance to be preferentially transmitted to the 
managing apparatus . 

To achieve the above objectives, the present 
invention limits the number of events in the network as 
5 a whole to the level that can be tolerated by the 
managing apparatus, by the steps of: determining for 
each managing agent the number of events that can be 
notified to the managing apparatus while considering 
the event processing capability of the managing 

10 apparatus; and setting by the managing agent the 

filtering condition for notifying events based on the 
issuable event number given. 

To describe in more concrete terms, the 
present invention is characterized in: 

15 that the managing apparatus has an event 

issuing number decision processing unit which 
determines the number of events issued per unit time 
in each managing agent so that the event processing 
capability of the managing apparatus is not exceeded; 

2 0 and 

that the managing agent has an event issuing 
priority level setting processing unit that sets a 
filtering condition for performing the event issuing 
control based on the event issuing number limit 
25 notified from the event issuing number decision 

processing unit, and an event issuing control unit that 
performs the event issuing control and, when it is 
necessary to issue more events than the event issuing 



number limit, delays the issuing of those events in 
excess of the limit (i.e., imposing an upper limit on 
the number of events issued per unit time). 

The invention is also characterized in that 
5 the event issuing number decision processing unit 

allocates priority levels to management requests from 
the users so that a greater number of events can be 
issued from the managing agent on a network device with 
high priority level. 

10 The invention is further characterized in 

that the managing agent calculates, based on the 
allocated event issuing upper limit, the number of 
events that can be issued per unit time under the 
present situation and, if the calculated number is less 

15 than the allocated event issuing upper limit, notifies 
the calculated number to the event issuing number 
decision processing unit. 

That is, in a network management system 
having a plurality of network devices and a managing 

20 apparatus that manages the network devices, for 

controlling the issuing of events from the network 
devices, there is provided a means which first selects 
events that need to be issued from each network device 
to manage the network and, based on the number of 

25 events to be issued, controls the number of events 

issued per unit time from each network device so that 
the number of events issued per unit time falls within 
the number of events that can be processed per unit 
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time by the managing apparatus. 

Information for realizing a part or all of 
the functions of these means may be introduced to each 
device in advance or through portable memory media, 
5 such as floppy disk and magnetic disk, or communication 
media or transmission media. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a schematic diagram showing a 
system configuration of a first embodiment of the 
10 present invention. 

Figure 2 is a diagram showing information 
groups contained in a management information database 
used in the first embodiment of the invention. 

Figure 3 is a diagram showing an example 
15 embodiment of a network managed by the invention. 

Figure 4 is a diagram showing a relation 
among programs associated with the first embodiment of 
the invention. 

Figure 5 is a flow chart showing an outline 
20 of an event issuing number decision processing residing 
on the managing apparatus of the first embodiment of 
the invention. 

Figure 6 is a diagram showing one embodiment 
of report information for event filter to be sent from 
25 the managing apparatus to a network device in the first 
embodiment of the invention. 

Figure 7 is a flow chart showing outline 
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overall processing of an event issuing control program 
on the network devices according to the invention. 

Figure 8 is a flow chart showing outline 
processing of the event issuing control program when 
5 the event issuing control is performed on the network 
devices according to the invention. 

Figure 9 is a diagram showing an example of 
an event transmission flag table contained in an event 
transmission control processing unit on the network 
10 devices according to the invention. 

Figure 10 is a schematic diagram showing a 
system configuration of a second embodiment of the 
invention. 

Figure 11 is a diagram showing a relation 
15 among programs associated with the second embodiment of 
the invention. 

Figure 12 is a flow chart showing an outline 
of event control parameter setting processing that 
moves among the network devices according to the second 
20 embodiment of the invention. 

DESCRIPTION OF THE EMBODIMENTS 

Embodiments of the present invention will be 
described by referring to the accompanying drawings. 

The first embodiment of the invention will be 
25 explained by referring to Figures 1 to 9 . 

Figure 1 shows one embodiment of a system 
configuration when an event control system based on 
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this invention is applied to the managing apparatus 
that manages network devices and to the network devices* 
A plurality of network devices (20a, b) transmit 
management information to management apparatus 10 via 
5 managing network 5. In this system, the users of a 
network 5' having a plurality of network devices 20a, 
20b (two network devices in this example) are provided 
with a management service which, when a failure occurs 
on a network device, informs the affected users of the 

10 failure. To realize this service, the managing 
apparatus 10 has configuration information on a 
plurality of the network devices 20a, 20b and user 
information as to which network devices in the network 
the users are using. In the event of a failure, the 

15 managing apparatus 10 notifies an event reported from 
the associated network device to a managing operator. 
The managing operator, based on the reported failure 
information, informs the users that a failure has 
occurred. 

20 The managing apparatus 10 has a communication 

control device 11 to control communication for collect- 
ing management information from the network devices in 
the managed object network; a work memory 12 used to 
perform calculation in executing programs and to store 

25 the calculated results; a database 13 to store infor- 
mation associated with the management of the network 
devices and the managing apparatus; a program memory 14 
storing a variety of management programs, such as a 
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network management program 141 to execute managing 
operations on the network devices, process received 
events and store management information in the database 
and an event control program 142 to perform a trans- 
5 mission control associated with events received from 
the network devices; a central processing unit (CPU) 
15 to control the access to the program memory and 
database and also the execution of various programs; 
input devices such as keyboard 16 and mouse 17; a 

10 display (CRT) 18; and an input /output control unit 19 
to control the input and output. 

The event control program 142 is divided 
largely into two units: an event issuing number 
decision processing unit 143 and an event reception 

15 processing unit 144. The event issuing number decision 
processing unit 143 determines the number of events 
that can be issued to each network device based on the 
performance of the managing apparatus 10 and the path 
information allocated to the customers. The event 

20 reception processing unit 144 receives an event 
notified from the network device to the network 
management program 141. 

Figure 2 shows information stored in the 
management information database 13. The management 

25 information database 13 has managed object information 
210 on the devices making up each network and the 
device elements. The managed object information 210 
includes configuration information representing object 



names 211 for identifying managed objects and an upper- 
level configuration 212 showing the relation among the 
managed objects, and resource information representing 
managed attributes 213, such as resources of the 
5 managed objects, and their values 214, These infor- 
mation is modified, added or deleted by the network 
management program and an operator in charge of 
operation and management. These information further 
includes log information 220 regarding events 221 

10 notified from the managed objects. 

The management information database 13 
further includes an event related table 23 0 which re- 
presents a relation among a type of event 232 required 
to meet an arbitrary management request 231, a type of 

15 network device 233 that issues the event, and a 
resource type of the device 234. 

In a management based on the OSI (Open 
systems Interconnection), for example, the resource and 
management function of each network device are defined 

20 as managed objects. A state change notification and a 
failure information notification from the managed 
objects are defined as notifications. Hence, the type 
of event is a type of notification reported from the 
managed object; the type of device is a class re- 

2 5 presenting a network device; and a resource type is a 
name of the type (i.e., class) of a managed object that 
issues a notification. 

Although this embodiment assumes that the 
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management configuration is based on the OSI, these 
information can be generated by the network management 
based on the SNMP (Simple Network Management Protocol). 
In the case of the network management based on the SNMP , 
5 events are defined as traps. In the network management 
according to the SNMP , however, a resource trap is 
issued from the managing agent module , not from the 
network device as in the OSI-based management. The 
decision as to which resource a state change or failure 

10 notification refers to depends on an enterprise 
specific trap identifier allocated to the trap or 
information accompanying the trap. In many SNMP-based 
network managements, the managing apparatus 10 polls 
arbitrary network resource information to check for a 

15 state change occurring in the network devices. In this 
invention, the event transmission control unit on the 
network device replaces the function of polling the 
network resources . 

In this case, in the event related table 230, 

2 0 the resource type is replaced with an object identifier 
and the event type is set with a predefined enterprise 
specific trap identifier. 

These information is used by the event 
issuing number decision processing unit 143 of the 

25 event control program 142. The event related table 230 
is defined and stored in advance by an operator in 
charge of operation and management. 

The management information database 13 stores 
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the event processing capability of the managing appara- 
tus 10 in the form of a per-unit-time event processing 
value 24 0. This is the number of events that can be 
processed by the event reception processing unit 144 of 
5 the event control program 142. For example, if, when 
the managing apparatus 10 receives events at intervals 
of 0.001 second on average from the network devices 20, 
all the received events can be notified to the network 
management program 141 or management information 

10 database 13 and if, when the events are received at 
shorter intervals, not all of the received events can 
be notified to the network management program 141 or 
management information database 13, then the managing 
apparatus 10 is said to be able to process events at 

15 the rate of 1000 events /second. Group configuration 

information 250, information on sub-networks into which 
the network configuration is reorganized, is stored 
separately. Suppose, for example, of the network 
devices of Figure 3, those devices 320 to 327 are 

20 defined as one group A 301 and those 330 to 338 as 
another group B 3 02. 

As the group configuration of the management 
database, the information on each group of devices is 
stored. The values stored at this time are identifiers 

25 of the managed objects corresponding to the network 
devices . 

These identifier information is defined and 
stored beforehand by an operator in charge of operation 



and management. Alternatively, they may be 
automatically set by an evaluation program. These 
information is defined by the event issuing number 
decision processing unit 143 of the event control 
5 program 142. 

The management information database 13 also 
stores a user profile 260 of the users of the network. 
The user profile includes network path information and 
management service information made available to the 

10 users. Profile data is prepared for each user. It 

includes a user identifier 261 , a priority level 262 in 
providing management service to the user, a management 
request to the user 263, and an available path 264 
paired with the network device or network resource used 

15 by the user. The priority level in providing manage- 
ment service to the user is a criterion by which to 
decide which user should first be given information 
when a plurality of users are using the network. For 
example, a user who should first be notified in the 

20 event of a failure is ranked "1" and a user who may be 
given information after some time is ranked "5" . This 
is set by an operator in charge of operation and 
management . 

The network device 20 has a communication 

25 control module 21 to actually transfer data and a 
managing agent module 22 to actually operate the 
communication control module 21. The managing agent 
module 22 forwards the management information collected 



or notified from the communication control module 21 to 
the managing apparatus 10 and receives requests from 
the managing apparatus 10. 

The managing agent module 22 comprises: a 
5 communication control device 23 to communicate with the 
managing apparatus 10 and other network devices; a 
program memory 24 containing an event issuing control 
program 25 for, based on the management information 
received from the communication control module 21, 

10 generating and controlling an event to be notified to 
the managing apparatus 10; a work memory 2 6 used to 
execute programs; and a central processing unit (CPU) 
27 to control the access to memory and the execution of 
programs. When the network device 2 0 is started, the 

15 event issuing control program 25 executes the manage- 
ment information collection processing and the forward- 
ing processing on the work memory 26. 

The event issuing control program 25 in the 
program memory 24 has an event transmission control 

20 unit 28 to notify an event to the managing apparatus 10 
and an event control parameter setting unit 2 9 to 
determine a filtering condition and a transmission 
condition required for the filtering and event trans- 
mission processing performed by the event transmission 

25 control unit 28. 

The communication module in the network 
device may have an independent communication control 
device to build a network 5 1 , different from the 
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network 5 used by the managing apparatus and the 
managing agent module, to provide the network service 
to the user. Or the network made available to the 
users may be the same network that is used by the 
5 managing apparatus 10 and the managing agent module for 
their communication. 

Next, the outline of overall processing 
according to this invention will be explained. 

Figure 4 shows information transfer among 
10 programs in the above configuration. 

Programs stored in program memories 14, 24 
are executed in the work memories 12, 2 6 by the CPU's 
15, 27. 

In this embodiment, when the network service 
15 is started by the network apparatus or when the network 
configuration or communication service to the users is 
changed, the event issuing number decision processing 
unit 143 in the event control program 142 determines 
the number of events that can be notified by each 
20 network device 2 0a, 2 0b currently being managed and 
notifies the number of events to the event control 
parameter setting unit 29 in the managing agent module 
22a on the network devices (401). Based on the infor- 
mation received, the event control parameter setting 
25 unit 29 of the program memory 24 on the network device 
20a notifies a required filter parameter to the event 
transmission control unit 2 8 (402). The event trans- 
mission control unit 28 generates an event to be 
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forwarded to the managing apparatus 10 based on the 
management information notified from the communication 
control module 21 and issues the event based on the 
filter parameter received from the event control 
5 parameter setting unit 29 (404). Before sending the 
event to the managing apparatus 10, the event trans- 
mission control unit 28 notifies the other network 
device 20b that it is going to send the event to the 
managing apparatus 10 (403). An event reception 
10 processing unit in the event control program on the 
managing apparatus 10 forwards the notified event to 
the management program and stores it in the management 
information database 13 as a log (405). 

In the following we will explain the detail 
15 of the above processing associated with the operation 
of the invention. 

Figure 5 is a flow chart showing the steps 
performed by the event issuing number decision 
processing unit 143 in the event control program 142. 
20 The event issuing number decision processing 

unit 143 collects an event handling capability 240 of 
the managing apparatus 10 and a user profile 260 
contained in the management information database 13 
when it receives an event control setting request from 
25 an operator in charge of operation and management (501). 

Next, based on the user profile 2 60, the 
event issuing number decision processing unit 143 
determines the event type 232 that should be notified 
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from the individual network devices by using the event 
related table 23 0 in the management information 
database 13. 

Suppose, for example, there is an element 
5 "state check" in the management requests made by the 
user (it may be set directly by the user or generated 
based on a request from the user). The event related 
table 230 of Figure 2 shows that the requested network 
device type 233 among the network devices used by the 
10 user is ATM, the requested type of managed object 234 
representing the input/output resource used by the user 
is CTP, and the requested event type 232 is a status 
change notification "statechange" . Based on the 
available path information 264 in the management 
15 information database 13, the managed object in question 
is identified from among the corresponding network 
device type and resource type. The necessary manage- 
ment information may be derived directly from the 
available path information or indirectly derived by 
2 0 using the management information 210 based on the 
available path information 264. In the case of 
USR000001 shown in Figure 2, there are "state check" 
and "communication failure" in the management request. 
Because USR000001 uses Portll and Portl2 of NE01, it is 
25 necessary in the case of NE01 to collect a total of six 
types of events, i.e., statechange and communication- 
Alarm from CTP contained in Portll and Port 12 and 
communicationAlarm from TTP. Similarly, six types of 



events are also collected in the case of NE02 and NE03. 

In this way, the event information that needs 
to be forwarded from the network devices 20a, 2 0b in 
response to the user request 263 is extracted for each 
device, and the number of events required for each 
device (hereinafter referred to as a required event 
number) is calculated (502). 

The number of events that can be issued from 
each network device is calculated by the following 
equation ( 503 ) . 

Ei = (ai/2aj) X TPL 

where 

Ei: the number of events that can be issued 
from the network device of interest (hereinafter 
referred to as an allowable event number) 

ai: the required event number issued from the 
network device of interest 

Za j : a sum of required event numbers of the 
network devices 

TPL: the number of events that can be 
processed by the managing apparatus 10 

After the calculation has been done for all 
network devices, the calculated results, the order of 
priority and the requested information are provided as 
the event issuing control information to each of the 
network devices (504). At this time, the event issuing 
number decision processing unit also forwards the 
constitutional elements of a group to which the network 
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device belongs, based on the group configuration 250 
contained in the management information database 13 , 
and the number of events issued from these devices. 

Figure 6 shows an event issuing control 
5 information 601 notified to the network devices 
described above. This information includes the 
allowable event number 602 obtained by the above 
calculation. It also includes an event type 604, an 
event priority level 605 and an event issuing condition 

10 606 as event transmission information 603 to be issued 
from the network device. The event transmission 
information of Figure 6 is defined according to the OSI 
management. In a management based on SNMP, the event 
ID is an enterprise specific trap identifier included 

15 in the trap information. 

Further, the event issuing control 
information of Figure 6 has group information which 
consists of other network devices 608 in the group to 
which the notifying network device belongs and the 

20 event issuing control numbers (allowable event numbers 
609) of the corresponding network devices. 

Figure 7 is a flow chart of the processing 
performed by the event issuing control program on the 
network device. 

2 5 The event control parameter setting unit 2 9 

of the event issuing control program 25 determines the 
event issuing control condition based on the filtering 
control information from the managing apparatus 10 



(701). By using an event issuing control condition 
that does not consider the event priority level 
contained in the event transmission information, the 
event issuing control condition for forwarding 
5 individual events is first determined. Then, the 
condition for allocating the filtered event priority 
level is created. In the case of the event information 
of Figure 6, for example, because the classes of the 
event type and the event condition are the same, a 

10 filter condition is set for forwarding that "Communi- 
cationAlarm" event whose class is "CTP" and whose RDN 
(Relative Distinguished Name) used to identify the 
managed object instance, i.e., the entity of the event, 
is "Portll" or "Portl2". Then, a priority level 

15 decision condition is created such that, for example, 
if RDN = "Portll" the priority level is 1 and if RDN = 
"Portl2" the priority level is 3. 

The event control parameter setting unit 29, 
based on the group information of the filtering control 

20 information, creates an event issuing flag table 901 

for the events issued from the devices belonging to the 
group, as shown in Figure 9. The event issuing flag 
table checks whether any other network device in the 
group is transmitting an event. 

25 The information shown in Figure 9 has 

identifiers 902-906 corresponding to the network 
devices in the group. 

The initialization of the event control by 



the event control parameter setting unit 29 involves 
the setting of the event issuing control and the 
generation of an event issuing flag. The event control 
parameter setting unit 29 notifies the generated event 
5 issuing flag table to the event transmission control 
unit 28. Based on the received data, the event trans- 
mission control unit 28 monitors information from the 
communication control module and waits for an event 
issuing signal to be received from devices in the group 
10 (702). 

Prior to issuing an event to the managing 
apparatus, the event transmission control unit 28 on 
each network device forwards an event issuance 
notification to the event transmission control units 28 

15 on other devices in the group. The event transmission 
control units 28 on other network devices that have 
received this notification change the event flag in 
the flag table corresponding to the device that has 
dispatched the event issuance notification to an issued 

2 0 state (by changing the value to 1 in the case of Figure 

9). 

When it is necessary to forward an event 
based on the information collected or notified from the 
network resources, the event issuing control process- 
25 ing first calculates the number of events to be 

issued (703). If, for example, from the information 
periodically collected from all network resources, 
communication failure information, which constitutes a 
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criterion for issuing the "CommunicationAlarm" , is 
found in the information associated with "Portll" and 
"Portl2 fl of CTP, the number of events that need to be 
issued is two. Then, the event issuing control 
5 processing notifies the network devices in the group 
that events will be issued (704). 

It is checked whether the number of events to 
be issued is more than the number of events that can be 
issued from the network device (705). If the event 

10 number is smaller than a specified value, the event 
issuing control program notifies the events to be 
issued to the managing apparatus 10 (706). When all 
the events are forwarded, the event issuance end 
notification is given to other devices. If not, the 

15 event issuing control processing (707) that controls 
the number of events to be issued is executed. 

Figure 8 is a flow chart representing an 
outline procedure of the event issuing control 
processing. First, based on the event information 

2 0 received from the network devices in the group, it is 
checked whether an upper limit of the event issuing 
number can be changed (801). This involves checking 
the event issuing flag table to identify the devices 
that have not issued events and calculating the total 

25 number of events allocated to these devices (available 
event number) . Then, the number of devices that are 
currently issuing events are calculated and the 
available event number is divided by the device number 



to determine the number of events that can be 
additionally issued (upper limit variation). The 
upper limit of the event issuing number is changed by 
that amount. 

5 Then, it is checked whether the number of 

events to be issued is larger than the allowable upper 
limit (802). When the number of events to be issued is 
larger than the allowable upper limit, a priority level 
setting is performed to determine the order of issuing 

10 events according to the priority level condition 

generated from the filtering control information (803). 
After this, the events are forwarded to the managing 
apparatus 10 (804). In this case the number of events 
issued per unit time is controlled to be equal to or 

15 lower than the above control value even if the number 
of events to be transmitted per unit time is larger 
than the above control value. For example, if the 
number of events to be transmitted per unit time is 500 
events /sec, the next event is notified to the managing 

20 apparatus 0.002 second after the first event has been 
transmitted. 

When the number of event notifications to the 
managing apparatus exceeds the upper limit, the event 
issuing flag table is monitored at all times after one 

25 event has been transmitted (805) in order to check if 
there is any change in the event generation in other 
network devices (806). If there is any change, the 
event issuing number is immediately reduced to a 



predetermined upper limit and the available event 
setting is recalculated (807). Then, a check is made 
to see if the upper limit on the number of events to be 
issued should be changed again (808). If the number of 
5 remaining events to be issued to the managing apparatus 
10 is still large and the priority level setting is not 
performed, then the event transmission priority level 
is determined. If the priority level setting process- 
ing has already been performed, the number of events to 

10 be transmitted to the managing apparatus (in more 

concrete terms, the intervals at which the events are 
transmitted) needs only to be changed. 

With the above processing, the managing 
apparatus 10 can avoid receiving events in excess of 

15 its processing capability and thus can perform event 
processing in conformance with its processing capa- 
bility. 

Next, a method of realizing an overall 
setting phase while alleviating the load of the 

2 0 managing apparatus by changing the location of the 
event setting program of the event issuing control 
program will be explained as the second embodiment of 
the invention by referring to Figures 10 to 12. 

Figure 10 is a schematic diagram showing a 

25 configuration of the managing apparatus 10 and the 

network devices according to this embodiment. Points 
in which it differs from the configuration of the first 
embodiment are that the event control parameter setting 



1 



unit is not on the network devices but resides on the 
managing apparatus 10 as an event control parameter 
setting unit 1001 , that the event control parameter 
setting unit 1001 is a mobile program that can be moved 
5 onto the network devices as required, and that a move 
control program 102, 1003 for moving the mobile program 
resides on the managing apparatus 10 and the network 
devices 20. 

Figure 11 shows a flow of processing among 

10 programs according to the second embodiment. 

The event issuing number decision processing 
unit 143 of the event control program 142, upon receiv- 
ing a management request, determines a necessary event 
condition from the event information stored in the 

15 management information database 13, as in the first 

embodiment. Then, it transfers the obtained condition 
and a list of network devices made available to the 
user to the event control parameter setting unit (1101). 
The event control parameter setting unit now moves to a 

2 0 corresponding network device according to the received 
event control processing (1102). 

Figure 12 is a flow chart of processing 
performed by the event control parameter setting unit 
1001 according to the second embodiment. 

25 When it moves from the managing apparatus 10 

onto a moving path and one of the network devices, the 
event control parameter setting unit 1001 collects the 
present event filter condition set and held in the 
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event transmission control unit on the device (1201). 
Then, it is checked based on the collected filter 
condition whether the associated event is filtered or 
not (1202). 

5 If the associated event is filtered by the 

event control processing, the event issuing control 
condition is modified so that the event in question 
will not be filtered (1203). For example, if in the 
event issuing control condition there is a "State- 

10 Change" notification to be forwarded and the only 

managed objects of the event to be forwarded are "Port 
11" and "Port 12" and if the event needs to be 
transmitted from a managed object "Port 13", the filter 
condition is changed to enable the "Port 13" to 

15 transmit the event. This processing can involve 

deleting an event condition depending on circumstances. 

Next, from the configuration of the existing 
managed objects, the type of event to be issued, and 
the filtering parameter, the event control parameter 

20 setting processing derives an increased number of 

events that has occurred as a result of changing the 
filtering parameter. Then, the event number is 
maintained ( 1204 ) . 

With the above procedure, the event control 

25 parameter setting processing sets the event issuing 

control condition in the event issuing control program. 

Further, the event control parameter setting 
processing checks whether the processing has been done 



for all specified network devices (1205). If there are 
network devices that require processing, the event 
control parameter setting program is moved by the move 
control program onto the device (1206) and repeats the 
5 above processing (1104), 

When the above processing on the final 
network device is finished, the event control parameter 
setting program moves to the managing apparatus 10 
(1105) and notifies the filtering parameter set by the 

10 event filter setting and the event increase or decrease 
to the event control program on the managing apparatus 
10 (1106, 1207). 

Upon receiving the increased or decreased 
number of events issued, the event issuing number 

15 decision processing unit in the event control program 
sets an allowable event number for each network device 
based on the increased or decreased event number (1107). 
This processing checks a threshold value contained in 
the event issuing number decision processing to decide 

2 0 whether or not to execute the change processing. For 
example, if the number of events for an arbitrary 
number of devices increases by 50% or more from the 
number of events before modification, the restriction 
on events can be reallocated to change an event number 

25 increase per unit time. If the event number increase 
is within 50%, the upper limit on the number of events 
transmitted from that device is not changed. 

With the above processing, the event control 



environment on each network device can be set. The 
event issuing control for the network device when an 
event is generated is the same as the first embodiment. 

With the above configuration, the condition 
5 for controlling event issuance from each device can be 
searched and set on the device itself, which in turn 
makes it possible to reduce the required management 
operation when the event control is set and also 
alleviate the load of the managing apparatus. 

10 By changing the upper limit on the event 

number change based on the event number increase for 
each device, it is possible to perform the event 
transmission control without affecting any other 
network devices when a user is added or a management 

15 request is changed. 

As described in the embodiments of the 
invention, during the event transmission processing 
performed on the network device, the number of events 
to be transmitted is set according to the capability of 

2 0 the managing apparatus 10 to keep the event processing 
by the managing apparatus 10 always within its 
processing capability. Therefore, if the number of 
events becomes large, necessary events can be received 
without degrading the performance of the managing 

25 apparatus 10. 

Further, the network device checks the event 
issuing states of other associated network devices 
before transmitting events to the managing apparatus 10 
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and therefore can perform the event transmission 
control dynamically according to the situation. Thus, 
if one device issues a particularly large number of 
events , the event processing capability of the managing 
5 apparatus can be prevented from being degraded too much. 
Conversely the number of events that can be transmitted 
can be fully taken advantage of. 

Further, by realizing the event setting 
processing with a mobile program, the event filter 

10 setting processing can be distributed, reducing the 

load of the managing apparatus 10 and the network load. 

Further, by realizing the event setting 
processing with a mobile program, the event filter 
setting processing can be distributed, reducing the 

15 load of the managing apparatus during the event setting 
and the load of the communication traffic for manage- 
ment. 

With the embodiments of the invention, the 
events notified to the managing apparatus can be kept 
20 within the event processing capability of the managing 
apparatus, further enhancing the possibility of the 
managing apparatus being able to reliably process the 
events notified. 
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WHAT IS CLAIMED IS: 

A network management system comprising: 
a network device; and 

a managing apparatus for managing the network 

device; 

wherein the managing apparatus has a means 
for determining an event issuing control condition for 
the network device according to an event processing 
capability of the managing apparatus , and a means for 
notifying the event issuing control condition to the 
network device; 

wherein the network device has a means for 
performing an event issuing control according to the 
event issuing control condition notified from the 
managing apparatus . 

2 ■ A network management system according to 

claim 1, 

wherein the managing apparatus has a means 
for setting an event priority level in the event 
issuing control condition to be notified to the network 
device, the event priority level being issued by the 
network device according to a management request; 

wherein the means of the network device for 
performing the event issuing control has a means for 
issuing events according to the set priority level when 
limiting the number of events to be issued. 
3 • A network management system according to 

claim 1, further including other network devices; 
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wherein the management apparatus has a means 
for setting information on the other network devices in 
the event issuing control condition to be notified to 
the network device; 

wherein the network device has a means for 
issuing to the other network devices an event issuance 
notification before issuing the event to the managing 
apparatus and an event termination notification after 
issuing the event. 

4 • A network management system according to 

claim 3, 

wherein the other network devices has : 

a means for controlling the event issuance; 

a means for holding the event issuance 
notification and the event termination notification 
from the network device; and 

a means for, when an event is to be issued to 
the managing apparatus, checking an event reception 
state of the managing apparatus based on the event 
issuance notification and event termination notifi- 
cation held and changing the event issuing control 
condition set in the network device. 
5. A network management system according to 

claim 1, further including an event control parameter 
setting means moved from the managing apparatus to the 
network device along with the necessary event 
transmission information; 

wherein the event control parameter setting 
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means comprises: 

a means for changing the event issuing 
control condition already set in the network device 
according to the event transmission information; 

a means for determining according to the 
changed event issuing control condition an increased or 
decreased number of events issued by the network device 
and holding the determined number; and 

a means moved to the managing apparatus to 
notify the increased or decreased number of events to 
the managing apparatus ; 

wherein the managing apparatus has a means 
for setting the event issuing control condition based 
on the notified increased or decreased number of events. 

6 . A network management method 

wherein a network management system is con- 
structed of a network device and a managing apparatus 
for managing the network device; 

wherein the managing apparatus determines an 
event issuing control condition of the network device 
based on an event processing capability of the managing 
apparatus and notifies the event issuing control 
condition to the network device; 

wherein the network device performs an event 
issuing control according to the event issuing control 
condition notified from the managing apparatus. 

7 . A network management method according to 
claim 6, 
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wherein the managing apparatus sets, accord- 
ing to a management request, an event priority level 
issued from the network device in the event issuing 
control condition to be notified to the network device, 
and 

the event issuing control by the network 
device, when it limits the number of events to be 
issued, issues events according to the set event 
priority level. 

8 . A network management method according to 

claim 1, 

wherein other network devices are provided; 

wherein the managing apparatus has provided 
in the event issuing control condition notified to the 
network device a means associated with the other 
network devices ; 

wherein the network device has a means for 
issuing to the other network devices an event issuance 
notification before issuing the event to the managing 
apparatus and an event termination notification after 
issuing the event. 

9 - A network management method according to 

claim 8, 

wherein the other network devices 
control the event issuance and hold the event 
issuance notification and event termination notifi- 
cation from the network device and, 

when an event is to be issued to the managing 



- 36 - 

apparatus, check an event reception state of the 
managing apparatus by using the event issuance 
notification and event termination notification held 
and change the event issuing control condition set in 
the local network device. 

10, A network management method according to 

claim 1, 

wherein an event control parameter setting 
means for setting an event control parameter adapted to 
be moved from the managing apparatus to the network 
device along with necessary event transmission infor- 
mation is provided; 

wherein the event control parameter setting 

means 

changes, according to the event transmission 
information, the event issuing control condition 
already set in the network device, 

according to the changed event issuing 
control condition, determines and holds an increased or 
decreased number of events issued by the network device, 
and 

notifies the increased or decreased number of 
events to the managing apparatus; 

wherein the managing apparatus sets the event 
issuing control condition based on the notified in- 
creased or decreased number of events. 



ABSTRACT OF THE DISCLOSURE 

A network management system and method 
comprising a network device and a managing apparatus 
that manages the network device. The managing 
apparatus has an event issuing control condition 
decision unit that determines the event issuing control 
condition of the network device according to the event 
processing capability of the managing apparatus, and a 
notifying unit that notifies the event issuing control 
condition to the network device. The network device 
performs the event issuing control according to the 
event issuing control condition notified from the 
managing apparatus. 
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